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Purpose: 

To protect “confidential information” that is critical to [Organization] operations.

Confidential information includes, but is not limited to, financial information, patient identifiable information, employee identifiable information, intellectual property, financially non public information, contractual information, any information of a competitive advantage nature, and from any source or in any form (i.e. paper, magnetic or optical media, conversations, film, etc.), may be considered confidential. The value and sensitivity of information is protected by law and by the strict policies of [Organization]. The intent of these laws and policies is to assure that confidential information will remain confidential through its collection, use, storage and destruction within [Organization].

Definitions:

Confidentiality  - The act of limiting disclosure of private matters; maintaining trust that an individual has placed in one which has been entrusted with private matters.

Confidential Information - Information that is intended for use within the organization.  Its unauthorized disclosure could adversely impact the organization, its patients, its employees and its business partners.  Examples include medical information in patient medical charts, appointment schedules, patient billing records, information gained from service on organizational committees, inquiries from families and friends of patients, corporate level strategic plans, memos, financial data, purchasing information, vendor contracts.  Data pertaining to the organization operations of Mid-City community Clinic entities, patients, and employees, but resident on privately-owned personal systems, shall be considered to be data-owned by Mid-City Community Clinic, and are subject to this policy.
Protected Health Information - Individually identifiable health information in any format or medium (oral, written, printed, or electronic).  Protected Health Information includes but is not limited to: patient medical records, billing records (encounter forms and claims), case-management records, psychotherapy notes, referral information, nutritional evaluations, and laboratory results.

Use - The sharing, employment, application, utilization, examination, or analysis of protected health information within an entity that holds the information.

Disclosure - The release, transfer, provision of access to, or divulging in any other manner protected health information outside the entity holding the information.

Routine Uses - Uses and disclosures specifically described in the employees job description and necessary in the delivery and reimbursement of patient care, or for authorized administrative services.

Breech of Confidentiality - Intentional or unintentional, unauthorized use or disclosure of confidential information (including discussions related to protected health information or other confidential information in public areas).

Policy:

1. All board members, officers, employees, contractors, volunteers, students and others with privileges at [Organization] are responsible for protecting the privacy and security of all confidential information handled, learned, heard or viewed in the course of his/her work or association with [Organization].

2. Discussions regarding protected health information shall not take place in public areas or in the presence of persons not entitled to such information. 

3. Protected health information shall not be disclosed without the signed authorization of the individual who is the subject of the information except: as required or permitted by law, to a business associate who is contractually obligated to protect the information; or a personal representative who has the authority to act on behalf of the individual.  This includes disclosures made orally, written, printed, and electronically transmitted (on electronic media, by fax or email).

4. Routine uses and disclosures of protected health information for purposes other than treatment will be limited to the minimum amount of information necessary for the stated purpose.  

5. Non-routine uses and disclosures of protected health information will be evaluated and authorized by the [department/program head, or privacy officer, etc.].  Any authorized use or disclosure will be limited to the minimum amount of information necessary for the stated purpose of the use or disclosure.

6. The use of the entire medical record by members of the workforce is considered justified when required in the performance of the employees job duties, as described in job descriptions and as necessary for the delivery of patient care and reimbursement activities, this includes; physicians, nurses, medical assistants, case managers, front office personnel, billing staff and other health care professionals that are members of the workforce, or provide direct patient services at organization facilities and by contract or job description are authorized to have access.

7. A signed Confidentiality Pledge, attached hereto, is required as a condition of employment, contract, appointment or other association with [Organization].  At the discretion of [Organization] a re-signing may be required for one or more individuals for reasons and at intervals deemed appropriate.

8. Board Members, officers, employees, contractors, volunteers, or students who believe that a breech of confidentiality has occurred should report the breech to his/her supervisor or the privacy officer.  Reports made in good faith will be held in confidence to the extent permitted by law, including the name of the individual reporting the activities.

9. An unauthorized use or disclosure of confidential information may result in disciplinary action up to and including termination. Any breech in patient confidentiality is subject to formal discipline.

Procedure Guidelines

Paper Records

1. Protected Health Information shall be maintained in a secure area accessible only to authorized users.

2. Authorized users may only access patient records on a “need to know” basis.

3. Patient or clinical information will be destroyed, by shredding, prior to discarding.

4. Patient information may not be removed from the facility except for authorized transfer to another [Organization] facility using established security protocols.

5. Users should copy or print protected health information only when necessary.

6. Copied or printed information is provided the same protections as originals.

7. Protected health information will only be disclosed pursuant to a signed authorization by the individual who is the subject of the information (or a legally authorized personal representative), or as required or permitted by law.  Information may not be released to or discussed in the presence of a spouse or other family member without the patients consent.  There are conditions where the information of a minor (including appointments) may not be disclosed to a parent, guardian or other personal representative without the consent of the minor.  Refer to policies specific to uses and disclosures.

8. Daily appointment schedules should not be available for viewing of other patients.

9. Place medical record charts and other medical information outside exam rooms or clinical offices so that they face the door or wall. 

10. Any documents with a patient’s name, insurance number or medical record is considered medical information.

11. Keep patient charts and encounter forms face down. Never leave them out where others can see them.
Electronic records:

1. Terminals shall be located in protected areas, restricting access to the public and unauthorized employees.

2. Authorized users may only access patient records on a “need to know” basis.

3. Protect terminals from unauthorized viewers.

4. Screen savers with password protection should not be disabled.

5. Only print information when necessary, and only to printers that are protected from access by the public and unauthorized viewers.

6. Do not leave printed material on the printer.

7. Do not write down passwords or pin numbers and protect the entry of your password from the observation of others.

8. Do not share passwords or provide access to information systems for other members of the workforce.

9. Protect removable media containing confidential information (disks, CD’s, backup tapes, etc.).

10. Log off terminals when leaving the work area and at the end of the day.

Communications:

Conversations

1. Conversations should not be audible outside of any exam/treatment room.

2. Exit conversations should be protected from being overheard to the extent possible.  Ask others to move out of hearing range and speak softly.

3. Patients should not be asked to state the reason for their visit in public areas.

4. If family members accompany the patient to the examination room, ask the family member to step outside of the room and give the patient the opportunity to agree or object to the presence of the family member.  This should be done privately.

Telephones

1. Telephone calls of a clinical nature (prescriptions, test results, etc.) should not be made within hearing range of other patients.

2. Phone conversations of a clinical nature should not be conducted in the presence of other patients.

3. Clinical information (test results, prescriptions, etc.) should not be left as a voicemail message or on an answering machine.  (Limit the message to the name of the caller and a call back number.).

4. Speaker phones should not be used when discussing clinical information.

5. Messages being retrieved from a system that uses an audible speaker should be protected from being overheard.  (Place machine in a private area, turn the volume down, etc.)

Facsimiles

When sending faxes:

1. Facsimile machines should be located in secure areas accessible to authorized staff only.

2. Fax cover pages shall include the following information:

a. the sender's name, business address, business phone number, and business fax number

b. the recipient's name, business address, business phone number, and business fax number

c. transmission time and date (if not stamped by fax or computer)

d. classification of the document for CONFIDENTIAL documents.

e. the organizations confidentiality statement on the cover page when transmitting individually identifiable health information.

3. Use pre-programmed numbers and test destination numbers whenever possible.

4. Verify the fax number of the recipient before transmitting.

5. A recipient of a document containing CONFIDENTIAL information (e.g., for the recipient's eyes only, or containing patient-identifiable information pertaining to mental health or chemical dependency care) must be notified by phone before the document is transmitted. If at all possible, this type of document should not be faxed.

6. All pages plus the cover page of all CONFIDENTIAL documents to be faxed must be marked "Confidential" before they are transmitted.

When receiving faxed patient information:

7. Immediately remove the fax transmission from the fax machine and deliver it to the recipient.
8. Manage patient information received via fax as confidential in accordance with policy.

9. Destroy patient information faxed in error and immediately inform the sender.

E-mail

1. Users should utilize discretion and confidentiality protections equal to or exceeding that which is applied to written documents.

2. When e-mail is used for communication of confidential or sensitive information, specific measures must be taken to safeguard the confidentiality of the information.

These safeguards are as follows:

a. Information considered confidential or sensitive must be protected during transmission of the data utilizing encryption or some other system of access controls that ensure the information is not accessed by anyone other than the intended recipient.

b. A notation referring to the confidential or sensitive nature of the information should be made in the subject line.

c. Confidential or sensitive information may be distributed to multiple recipients; however, the use of distribution lists is prohibited.

d. Confidential or sensitive information is to be distributed only to those with a legitimate need to know.
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Confidentiality Pledge

I have read the Confidentiality Policy of  [Organization] and accordingly, as a condition of and in consideration of my access to confidential information, I pledge that: 

I will use confidential information only as needed to perform my legitimate duties as an employee/volunteer/student affiliated with [Organization]. This means, among other things, that: 

1. I will only access confidential information for which my have a need to know; and

2. I will not in any way divulge, copy, release, sell, loan, review, alter or destroy any confidential information except as properly authorized within the scope of my professional activities affiliated with [Organization] and

3. I will not misuse confidential information or carelessly care for confidential information.

4. I will safeguard and will not disclose my access code or any other authorization I have that allows me to access confidential information. 

5. I accept responsibility for all activities undertaken using my access code and other authorization. 

6. I will report activities by any individual or entity that I suspect may compromise the confidentiality of confidential information, Reports made in good faith about suspect activities will be held in confidence to the extent permitted by law, including the name of the individual reporting the activities. 

7. I understand that my obligations under this Pledge will continue after termination of my employment. I understand that my privileges hereunder are subject to periodic review, revision and if appropriate, renewal. 

8. I understand that I have no right or ownership interest in any confidential information referred to in this Pledge. [Organization] may at any time revoke my access code, other authorization, or access to confidential information. At all times during my employment, I will safeguard and retain the confidentiality of all confidential information. 

9. I will be responsible for my misuse or wrongful disclosure of confidential information and for my failure to safeguard my access code or other authorization access to confidential information. I understand that my failure to comply with this Pledge may also result in my loss of employment at [Organization]. 

_______________________________________________                  ___________________ 
 Signature  
Date

