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Privacy

A No response indicates a gap in that portion of the standard.

N/R – Not required but permitted by HIPAA or a good practice.

	
	Yes
	No

	§164.502 Use and Disclosure of Protected Health Information: General Rules

	Minimum Necessary
Compliant: Y/N?

	Are policies and procedures in place to restrict employees to access based on job descriptions?
	
	

	Does the organization have a confidentiality policy?
	
	N/R

	Has the organization identified records containing individually identifiable health information that are defined as “designated record sets” requiring protection?
	
	

	Are routine uses and disclosures of protected health information defined in policy?
	
	

	Are procedures in place to manage non-routine uses or disclosures?
	
	

	Does the organization inform employees of the need to protect patient information from the possibility of incidental disclosure through overheard conversations or exposed information on counter tops, etc.?
	
	

	Are procedures in place to restrict the disclosure of protected health information, pursuant to a request, to the minimum necessary for the purposes of the request?
	
	

	Are procedures in place for requesting the minimum necessary information for a stated purpose from internal departments or outside organizations?
	
	

	Are requests evaluated for validity?  (Identity and authority of requestor, valid dates, content, purpose, signature, etc.)
	
	

	Does the organization have policies restricting access to protected health information to persons and classes of persons that require access in the performance of their duties?
	
	

	Does the organization have procedures restricting access to protected health information to persons and classes of persons that require access in the performance of their duties?
	
	

	Does the organization have policies and procedures limiting the amount of information used or disclosed to the minimum necessary for the use or disclosure?
	
	

	Does the organization have policies and procedures defining allowable disclosures to business associates
	
	

	Does the organization have a policy defining when the disclosure of an entire medical record is justified?
	
	

	Business Associates
Compliant: Y /N?

	Have business associate and organized health care arrangement relationships been identified?
	
	

	Have HIPAA mandated privacy and confidentiality restrictions been added to contracts or MOU’s, with organizations or agencies that create, receive, use or disclose protected health information on behalf of the organizations?
	
	

	Have business associates being provided incidental access to information through onsite activities been identified?
	
	

	Are onsite contractors trained in the organizations privacy and security procedures?
	
	N/R

	Do contracts with onsite contractors contain confidentiality clauses?
	
	N/R

	Are onsite contractors required to sign a confidentiality agreement before entering the facilities?
	
	N/R

	Are private accrediting organizations (including those under contract to government agencies) required to have a business associate contract in place prior to audits?
	
	

	Deceased Individuals
Compliant: Y /N?

	Does the organization have policies and procedures for the disclosure of protected health information of deceased individuals?
	
	

	Is the identity and authority of individuals requesting protected health information of deceased individuals verified and documented?
	
	

	Personal Representatives 
Compliant: Y /N?

	Does the organization have policies and procedures for disclosure of protected health information to personal representatives?
	
	

	Are there procedures for determining the identity and authority of a personal representative?
	
	

	Has the definition of” personal representative” been established in policy or procedure for employees?
	
	

	Is the right, under applicable law, of an individual to act as a personal representative of another individual verified and documented?
	
	

	Is protected health information requested by a personal representative, restricted to information relevant to the personal representatives authority?
	
	

	If a minor has the authority to act as an individual with respect to protected health information does the organization have procedures in place to prevent disclosure of the protected health information to a parent or other personal representative?
	
	

	Whistleblowers
Compliant: Y /N?

	Does the organization have a policy to protect Whistleblowers from retaliation?
	
	

	§164.504 Uses and Disclosures: Organizational Requirements

	Health Care Component
Compliant: Y /N?

	Is the provision of health care the primary function of the organization?
	
	

	Does the organization have components that are not related to health care? 
	
	

	Is protected health information restricted to employees of the health care components of the organization?
	
	

	Is access to protected health information restricted to employees of the health care related component of the organization? 
	
	

	Affiliated Covered Entities   
Compliant: Y /N?

	If the organization is affiliated with other organizations that are legally separate but under common control or ownership: has the relationship been designated?       .
	
	

	Group Health Plans    
Compliant: Y /N?

	Is information to the plan sponsor restricted?
	
	

	Multiple Covered Functions    
Compliant: Y /N?

	If the organization performs the functions of two or more of the following: health care provider, health plan, or health care clearinghouse, is the protected health information used solely for the purposes related to that function?
	
	

	§164.506 Consent for Uses or Disclosures to Carry Out Treatment, Payment or Health Care Operations

	Consent for Uses and Disclosures Permitted
Compliant: Y /N?

	Is individual consent obtained to use or disclose protected health information for the purposes of treatment, payment or health care operations?
	
	N/R

	Is protected health information disclosed to other providers or covered entities for their reimbursement activities restricted to individuals that they have a relationship with?
	
	

	Is access to protected health information provided to health plans for their health care operations restricted to individuals that they have a relationship with?  (Example: audits by health plans.)
	
	

	If other organizations are contracted to provide peer-review in managing health care operations do business associate contracts require confidentiality?         
	
	

	§164.508 Uses and Disclosures for Which An Authorization is Required

	Authorizations for Uses and Disclosures
Compliant: Y /N?

	Are patient signed authorizations required for the use of protected health information for purposes other than treatment, payment or health care operations?
	
	

	Does the organization require an authorization to be signed by the individual or the individuals personal representative when disclosing health information for purposes other than treatment, payment or heath care operations or those specifically allowed in the rule:

Required by Law

Public health

Research

Health oversight

Law enforcement

Judicial and Administrative Proceedings

Victims of abuse, neglect, or domestic violence

Decedents

Serious Threat to Health or Safety

Specialized Government Functions
	
	

	Is the authorization checked for validity?  (Example: valid dates, valid content, has not been revoked, all required elements have been completed, and signatures of personal representatives are verified.)
	
	

	Does the organization provide a process for an individual to revoke an authorization?
	
	

	Is the individual provided a copy of the authorization?
	
	

	Is an authorization required prior to use or disclosure of psychotherapy notes for purposes other than treatment, payment or health care operations of the originator, or for training programs, where under supervision trainees practice to improve their skills in counseling, or for a covered entity to defend itself in a legal action?
	
	

	Does the organization have an authorization to release or request protected health information that has the following elements:

· Is handwritten by the person who signs it or is in typeface no smaller than 8-point type.    

· Is clearly separate from any other language present on the same page and is executed by a signature which serves no other purpose than to execute the authorization.    

· Is signed and dated by one of the following:    

· The patient.  A patient who is a minor may only sign an authorization for the release of medical information obtained by a provider of health care, health care service plan, or contractor in the course of furnishing services to which the minor could lawfully have consented. 

· The legal representative of the patient, if the patient is a minor or an incompetent.  However, authorization may not be given under this subdivision for the disclosure of medical information obtained by the provider of health care, a health care service plan, or a contractor in the course of furnishing services to which a minor patient could lawfully have consented 

· If the authorization is signed by a personal representative of the individual, a description of such representative’s authority to act for the individual must be provided.

· A description of the information to be used or disclosed that identifies the information in a specific and meaningful fashion;

· The name or other specific identification of the person(s), or class of persons, authorized to make the requested use or disclosure;

· The name or other specific identification of the person(s), or class of persons, to whom the covered entity may make the requested use or disclosure;

· A description of each purpose of the requested use or disclosure.  The statement “at the request of the individual” is a sufficient description of the purpose when an individual initiates the authorization and does not, or elects not to, provide a statement of the purpose.

· An expiration date or an expiration event that relates to the individual or the purpose of the use or disclosure.  The statement “end of the research study,” “none”, or similar language is sufficient if the authorization is for a use or disclosure of protected health information for research, including for the creation and maintenance of a research database or research repository.

· A statement regarding the individuals right to revoke the authorization in writing except in the following cases:

· The organization has taken action in reliance on the authorization

· The authorization was obtained as a condition of obtaining insurance coverage

· Or

· A reference is made to the Notice of Privacy Practices and the notice defines the right to revoke an authorization and the exceptions.

·  A description of how the individual may revoke the authorization: 

· A statement that the information may be subject to re-disclosure by the recipient and may no longer be protected by the federal privacy law. NOTE: California law prohibits the requestor from making further disclosure of my health information unless the requestor obtains another authorization from the individual or the disclosure is required or permitted by law.

· A statement that the organization can not condition treatment, payment or health care operations on a signed authorization unless

· The authorization is for the provision of research-related treatment

· The purpose of the authorization is to permit the creation of information for the specific purpose of disclosure to a third party.

Or

· A reference is made to the Notice of Privacy Practices and it defines the consequences if an authorization is not signed in the above circumstances.
	
	

	Authorization Requirement for Marketing Activities
Compliant: Y/N?

	Are marketing materials restricted to a description of the organizations products and services?
	
	

	Does the organization have procedures for obtaining authorization when marketing materials do not meet the specific definition under HIPAA?
	
	

	Is there a documented procedure for evaluating all marketing materials distributed against the definition of marketing in the HIPAA regulations?
	
	

	§164.510 Uses and Disclosures Requiring an Opportunity for the Individual to Agree or Object

	Use and Disclosure for Facility Directories
Compliant: Y/N?

	Is information contained in a facility directory restricted to the following:

Name of the individual,

Individuals location in the facility,

Individuals condition described in general terms,

Individuals religious affiliation.                                                                         
	
	

	Is disclosure of information in a facility directory restricted to the following purposes:

Members of the clergy,

To individuals who ask for information about an individual by the individuals name.

                                                                                                                          
	
	

	Use and Disclosure for Involvement in the Individual’s Care and Notification Purposes



Compliant: Y/N?

	When an individual is present: is the individuals agreement received prior to disclosures to a family member, other relatives, close personal friend or any other person identified by the patient as involved in the patients care or payment for care?
	
	

	If yes, is information disclosed restricted to that which is directly relevant to the person’s involvement?
	
	

	When an individual is not present or is incapacitated: is professional judgment used to determine if the disclosure is in the best interest of the individual and is the decision documented?
	
	

	When an individual is not present or is incapacitated: are disclosures restricted to information relevant to the person’s involvement with the individual?
	
	

	Is the release of information for disaster relief purposes restricted to public or private entities authorized by law or charter to assist in disaster relief?
	
	

	If a disclosure is made for disaster relief purposes is information restricted to basic information only?
	
	

	§164.512 Uses and Disclosures for Which an Authorization, or Opportunity to Agree or Object Is Not Required

	Uses and Disclosures Required by Law
Compliant: Y/N?

	Are procedures in place for verifying the authority/mandate supporting the disclosure?
	
	

	Are procedures in place for verifying the identity and authority of the person making the request
	
	

	Are procedures in place for limiting the disclosure to information that is relevant to the request or mandate?
	
	

	Uses and Disclosures for Public Health Activities
Compliant: Y/N?

	Do policies and procedures exist for disclosures for public health activities?
	
	

	Are public health disclosures restricted to public health authorities authorized by law to collect or receive such information for the purpose of preventing or controlling disease, injury, or disability?
	
	

	Are reports of child abuse or neglect restricted to government authorities authorized by law to receive such reports?
	
	

	Is the identity and authority of an individual requesting protected heath information verified and documented?
	
	

	Is an accounting of a disclosure to a public health authority recorded?
	
	

	Are disclosures related to the quality, safety, or effectiveness of FDA-regulated products or activities restricted to persons subject to the jurisdiction of the Food and Drug Administration (FDA) for which the person has responsibility?
	
	

	Is an accounting of a disclosure to the FDA recorded?
	
	

	Are disclosures made to employers restricted to findings concerning a work related illness or injury or a workplace-related medical surveillance?
	
	

	Does the organization provide written notice to the individual that protected health information relating to medical surveillance of the workplace and work related illnesses and injuries is disclosed to the employer?
	
	

	If services are provided at the work site of the employer, is a notice prominently displayed to inform individuals that protected health information relating to medical surveillance of the workplace and work related illnesses and injuries is disclosed to the employer?

 
	
	

	Is an accounting of a disclosure to an employer recorded?
	
	

	Disclosures about victims of abuse, neglect or domestic violence
Compliant: Y/N?

	Do policies and procedures exist for disclosures related to victims of abuse, neglect or domestic violence?
	
	

	Is the disclosure of protected health information about an individual whom the covered entity reasonably believes to be the victim of abuse, neglect or domestic violence restricted to agencies authorized by law to receive such information?
	
	

	Is disclosure limited to the relevant requirements of law?
	
	

	Is individual agreement to the disclosure obtained if the individual is able and in the exercise of professional judgment it is believed that informing the individual would place the individual at serious risk?
	
	

	Is an accounting of disclosures about victims of abuse, neglect or domestic violence recorded?
	
	

	Uses and Disclosures for Health Oversight Activities
Compliant: Y/N?

	Do policies and procedures exist for disclosures for health oversight activities?
	
	

	Are health care oversight activities restricted to agencies or authorities of the United States, a State, a territory, a political subdivision of a Sate or territory, an Indian tribe, or a person or entity acting under a grant of authority from a contract of such public agency?
	
	

	Is the identity and authority of auditor’s verified prior to the provision of access to protected health information?
	
	

	Is an accounting of disclosure made for each disclosure for health oversight?
	
	

	Disclosure for Judicial and Administrative Proceedings  
Compliant: Y/N?

	Do policies and procedures exist for responding to orders from a court or administrative proceedings?
	
	

	Are disclosures in response to an order of a court or administrative tribunal restricted to information expressly authorized by such order?
	
	

	Are requests for protected health information pursuant to a court order or other administrative order date stamped?
	
	

	Is the identity and authority of the person making the request verified?
	
	

	Is there a process to verify that all requirements to a subpoena for consumer records have been accomplished prior to disclosure?
	
	

	Is an accounting of the disclosure recorded?
	
	

	Disclosures for Law Enforcement Purposes
Compliant: Y/N?

	Do policies and procedures exist for making disclosures for law enforcement purposes?
	
	

	Is the identity and authority of the requestor verified?
	
	

	Are disclosures to law enforcement restricted to those pursuant to process and otherwise required by law?
	
	

	Are disclosures limited by the relevant requirements of court order or court-ordered warrant, or a subpoena or summons issued by a judicial officer, a grand jury subpoena, or administrative request?
	
	

	Is a process in place to make the determination that de-identified data could not reasonably be used for the stated purpose?
	
	

	If the purpose of the disclosure is for identification and location purposes, is the disclosure restricted to the following information: 

Name and address,

Date and place of birth,

Social security number,

ABO blood type and Rh factor, 

Type of injury,

Date of treatment,

Date and time of death, if applicable,

A description of distinguishing physical characteristics, including height, weight, gender, race, hair and eye color, presence or absence of facial hair (beard or moustache), scars and tattoos.
	
	

	Is individual authorization obtained prior to disclosure to law enforcement about a victim of a crime?
	
	

	If a victim of a crime is incapacitated or unable to agree to a disclosure is law enforcement required to provide the following assurances: that the information is needed to determine whether a violation of law by a person other than the victim has occurred and such information is not intended to be used against the victim, that immediate law enforcement activity that depends upon the disclosure would be materially and adversely affected by waiting until the individual is able to agree to the disclosure, the disclosure is in the best interest of the individual as determined by the covered entity, in the exercise of professional judgment? 
	
	

	Are disclosures to law enforcement related to a decedent restricted to alerting law enforcement of the death of the individual if the organization has a suspicion that such death may have resulted from criminal conduct?
	
	

	When reporting a crime on the premises is the disclosure of protected health information restricted to evidence of a crime and information about the perpetrator of the crime?
	
	

	Is an accounting of disclosures to law enforcement recorded?
	
	

	When a covered entities health care provider is providing emergency health care at another location than the covered entities facility, is the disclosure restricted to:

Information to alert law enforcement to the commission and nature of a crime,

The location of the crime or the victim(s) of such crime,

The identity, description, and location of the perpetrator of such crime.
	
	

	Uses and Disclosures About Decedents
Compliant: Y/N?

	Do policies and procedures exist to for disclosing protected health information about decedents?
	
	

	Are disclosures to coroners and medical examiners restricted to purposes of : identifying a deceased person, determining a cause of death, or other duties authorized by law?
	
	

	Are disclosures to funeral directors restricted to disclosures consistent with applicable law, as necessary to carry out their duties?
	
	

	Is an accounting of the disclosure recorded?
	
	

	Uses and Disclosures for Cadaveric Organ, Eye or Tissue Donation Purposes



Compliant: Y/N?

	Do policies or procedures exist for disclosures related to tissue donations?
	
	

	Is the identity and authority of a requestor verified prior to disclosure?
	
	

	Is documentation related to a request maintained?
	
	

	Is an accounting of a disclosure recorded?
	
	

	Uses and Disclosures for Research Purposes
Compliant: Y/N?

	Do policies and procedures exist for disclosures related to research?
	
	

	Prior to disclosures for reviews preparatory to research, does the organization obtain representations from the researcher that: disclosure and use will be restricted to preparation for research protocols or similar purposes, protected health information will not be removed from the covered entities premises, the protected health information sought is necessary for research purposes?
	
	

	Does the organization obtain one of the following prior to participation in a research project: individual authorization, an institutional review board waiver, a privacy board waiver or a data use agreement (to use and protect a limited data set)?
	
	

	If the subject of the research is deceased does the organization obtain the following: receipt of representation that the information sought is for research related to decedents, receipt of documentation of the death of the individual, receipt that information is necessary for research purposes?
	
	

	Prior to disclosing information to registries does the organization verify that the information is required by law, pursuant to an IRB or Privacy Board, or authorized by the individual?
	
	

	Prior to disclosures pursuant to an Institutional Review Board waiver or Privacy Board waiver, is anyone responsible for reviewing the waiver for required elements?
	
	

	Is an accounting of the disclosure recorded?
	
	

	Uses and Disclosures to Avert a Serious Threat to Health or Safety
Compliant: Y/N?

	Do policies and procedures exist for disclosures to avert a serious threat to health or safety?

                                                                           Policy found in one department.
	
	

	Do health care providers in the organization disclose protected health information if they believe in good faith that the disclosure is necessary to prevent or lessen a serious threat to the health or safety of a person or the public?
	
	

	Are disclosures restricted to a person or persons that are reasonably able to prevent or lesson the threat?
	
	

	When it is necessary for law enforcement authorities to identify and apprehend an individual, due to a statement made the individual admitting participation in a violent crime that the provider believes may have caused serious physical harm to a victim is the disclosure limited to the statement?
	
	

	If it is necessary for law enforcement authorities to identify and apprehend an individual that appears to have escaped a correctional institution, is the disclosure limited to information permitted to law enforcement for identification purposes:

Name and address,

Date and place of birth,

Social security number,

ABO blood type and Rh factor, 

Type of injury,

Date of treatment,

Date and time of death, if applicable,

A description of distinguishing physical characteristics, including height, weight, gender, race, hair and eye color, presence or absence of facial hair (beard or moustache), scars and tattoos.
	
	

	Uses and Disclosures for Specialized Government Functions
Compliant: Y/N?

	Do policies and procedures exist for uses and disclosures for specialized government functions? (military, national security, protection for the President, ect.)
	
	

	Prior to disclosures for military and veterans activities does the organization require the requestor to provide the notice in the Federal Register defining appropriate military command authorities and the purpose of the disclosure?
	
	

	Prior to disclosures for foreign military and veterans activities does the organization require the requestor to provide the notice in the Federal Register defining appropriate military command authorities and the purpose of the disclosure?
	
	

	Prior to disclosures for national security and intelligence activities, does the organization verify the identity and authority of the requestor?
	
	

	Prior to disclosures for protective services of the President and others is the identity and authority of the requestor verified?
	
	

	Do policies and procedures exist for disclosures to correctional institutions and other law enforcement custodial situations?
	
	

	If the organization is a health plan that is a government program: is disclosure to other government programs restricted to programs providing public benefits of the same or similar populations?
	
	

	Worker’s Compensation 
Compliant: Y/N?

	Are disclosures for the purposes of worker’s compensation restricted to information as authorized by and to the extent necessary to comply with the laws of the state regulating worker’s  compensation?
	
	

	§164.514 Other Requirements Relating to Uses and Disclosures of Protected Health Information

	De-Identification of Protected Health Information
Compliant: Y/N?

	Do policies and procedures exist defining de-identified data and its use?
	
	

	Do procedures exist to verify that de-identified data has been stripped of all identifying data elements and meets the requirements mandated by HIPAA?
	
	

	Are procedures in place for the use and disclosure of re-identified data?
	
	

	Limited Data Set
Compliant: Y/N?

	Do policies and procedures exist defining a limited data set and its use?
	
	

	Do procedures exist for creating and verifying a limited data set?
	
	

	Is the use of a limited data set restricted to research, public health activities, and health care operations?
	
	

	Is the recipient of a limited data set required to sign a “Data Use Agreement” protecting the privacy of the individuals who are the subject of the information?
	
	

	Fundraising
Compliant: Y/N?

	Do policies and procedures exist for the use of protected health information for the purposes of fundraising?
	
	

	Are protected health information disclosures for fundraising restricted to a business associate or an institutionally related foundation?
	
	

	If protected health information is used to send fundraising materials do the materials contain instructions for opting-out of further receipt of fundraising material?
	
	

	Are procedures in place to ensure that fundraising materials are not sent to individuals that have opted out?
	
	

	Uses and Disclosures for Underwriting and Related Purposes
Compliant: Y/N?

	Is protected health information used for underwriting restricted from any other use in policy or procedure?
	
	

	Verification Requirements
Compliant: Y/N?

	Do policies and procedures exist for verifying the identity and authority of requests for protected health information?
	
	

	Is the identity and authority of individuals requesting protected health information that are not known to the staff verified and documented?
	
	

	Are all documents supporting a request for protected health information retained?
	
	

	Are all documents supporting the authority for a request retained?
	
	

	Is the identity and legal authority supporting a personal representative relationship copied and retained?
	
	

	Prior to disclosures of protected health information of decedents for research purposes does the organization obtain documentation related to the death of the individual?
	
	

	Is the individual provided an opportunity to identify individuals involved in their care who can receive protected health information or notification in the event of an emergency?
	
	

	§164.520 Notice of Privacy Practices for Protected Health Information

	Notice of Privacy Practices
Compliant: Y/N?

	Does the organization provide a notice of information practices to patients identifying a contact person or department to receive complaints within the organization? Does the Notice inform individuals in how they may contact the Secretary?
	
	

	Is the Notice posted on the organizations web site?
	
	

	§164.522 Right to Request Privacy Protection for Protected Health Information

	Right of an Individual to Request Restriction of Uses and Disclosures
Compliant: Y/N?

	Do policies and procedures exist for accepting or denying a request for restrictions?
	
	

	Does the organization have a form for requesting a restriction?
	
	

	Does the organization have a form for responding (acceptance or denial) to a request for restriction?
	
	

	Is documentation related to an agreement to restrict maintained for 6 years from the termination of the agreement?
	
	

	Are policies and procedures in place for terminating an agreement to restrict?
	
	

	Do policies and procedures exist for managing the receipt of a request, response, and management of confidential communications?
	
	

	Confidential Communications
Compliant: Y/N?

	Is there a procedure to determine reasonableness of a request?
	
	

	Is there a method of documenting alternative addresses or alternative phone numbers in the practice management system?
	
	

	Is the individual’s medical record flagged to identify the need for confidential communications?
	
	

	§164.524 Access of Individuals to Protected Health Information

	Access to Protected Health Information
Compliant: Y/N?

	Does the organization have in place policies and procedures for granting or denying a request to inspect or copy protected health information.:
	
	

	Pursuant to a request to inspect or copy protected health information is the contents of the information reviewed by a health care professional to identify information that should be denied to the individual?
	
	

	Is information that an individual is denied access to removed from the record prior to granting access?
	
	

	Is the individual that is denied access to their request in whole or in part provided a written explanation of the basis of the denial and any additional rights to access that they possess?
	
	

	When an individual is denied access in whole or in part are they informed of their rights to a review if applicable?
	
	

	Are requests for access date stamped?
	
	

	Is the individual provided access to protected health information held by business associates?
	
	

	Is the individual allowed to request the format of the information requested?
	
	

	If the information is provided in summary format is the individual required to agree to the format prior to access?
	
	

	Does the organization provide a convenient time and place for inspection?
	
	

	Has the organization documented the “designated record sets” that are subject to access by individuals and the persons or offices responsible for processing requests for access?
	
	

	§164.526 Amendment of Protected Health Information

	Right to Amend
Compliant: Y/N?

	Do policies and procedures exist for granting or denying a request to amend protected health information?
	
	

	Does a request for amendment form exist?
	
	

	Does a response to a request for amendment form exist?
	
	

	Are requests for amendment date stamped?
	
	

	Does the organization notify interested parties of an amendment?
	
	

	Does a “statement of disagreement” form exist for individuals who have been denied a request for amendment?
	
	

	§164.528 Accounting of Disclosures of Protected Health Information

	Right to an Accounting of Disclosure
Compliant: Y/N?

	Do policies and procedures exist that define the right to an accounting of disclosures and the process for obtaining an accounting?
	
	

	Are disclosures (oral, written, printed, etc.) that are not covered by signed authorization documented?
	
	

	Does documentation related to disclosures contain the following elements: 

date of disclosure;

the name of the entity or person who received the protected health information and, if known, the address of such entity or person;

a brief description of the protected health information disclosed; and

a brief statement of the purpose of the disclosure that reasonably informs the individual of the basis for the disclosure; or, in lieu of such statement, a copy of the written request?
	
	

	Does the organization maintain a history of all research projects that they participate in that includes:

If yes, does the history include: the name of the protocol or research activity; a description in plain language, of the research protocol r other research activity, including the purpose of the research and the criteria for selecting particular records; a brief description of the type of protected health information that was disclosed; the date or period of time during which such disclosures occurred, or may have occurred, including the date of the last such disclosure; the name, address, and telephone number of the entity that sponsored the research and the researcher to whom the information was disclosed; and a statement that the protected health information of the individual may or may not have been disclosed for a particular protocol or other research activity?
	
	

	Does the organization have a form to request an accounting of disclosures?
	
	

	Are requests for an accounting date stamped?
	
	

	When an accounting of disclosures is provided to the individual is an accounting of the disclosure and the content of the disclosure recorded?
	
	

	Is a copy of the accounting maintained for a period of 6 years?
	
	

	§164.530 Administrative Requirements

	Personnel designations
Compliant: Y/N?

	Has a specific individual been assigned the responsibility of monitoring privacy issues and providing training within the organization?  Is the “Privacy Official” assignment documented?
	
	

	Has the organization designated a contact person or office who is responsible for receiving complaints?
	
	

	Training
Compliant: Y/N?

	Does the organization have policies and procedures for training employees related to privacy and security protections of protected health information?
	
	

	Is documentation retained about employee training?
	
	

	Do new employees receive training within a reasonable period of time?
	
	

	Safeguards
Compliant: Y/N?

	Are records containing protected health information maintained in a secure location?
	
	

	Do areas containing protected health information remain locked; limiting access to authorized personnel only?
	
	

	Are computer screens, information on fax machines and printers visible to the public and unauthorized personnel?
	
	

	Is protected health information stored in a secure location when not in use?
	
	

	Is protected health information accessible to unauthorized personnel or the public?  (Left in unattended areas, left on countertops in accessible areas, etc.)
	
	

	Are individual interviews held in areas where others can overhear conversations?
	
	

	Are individuals authorized to access the practice management system provided unique user logon’s and unique passwords?
	
	

	Are documents containing protected health information shredded prior to disposal?
	
	

	Does the organization prohibit the removal of protected health information from the facility?
	
	

	Is protected health information securely transported between the organizations facilities?
	
	

	Does the organization require contractors, consultants, auditors and other visitors to sign a confidentiality agreement?
	
	

	Does the practice management system automatically log off when a computer is left unattended?
	
	

	Do computers providing access to protected health information utilize screensavers with password protection?
	
	

	Are providers and other employees permitted to take electronic media out of the facility that contains protected health information?
	
	

	Are archived records maintained in a secure location?
	
	

	Are keys to the facilities limited and tracked?
	
	

	Is the facility protected by an alarm system?
	
	

	Is email transmitting protected health information encrypted?
	
	

	Complaints to the Covered Entity 
Compliant: Y/N?

	Does the organization have a formal process allowing individuals to lodge complaints?
	
	

	Does the organization have a formal process for responding to complaints?
	
	

	Does the organization have a form for accepting a complaint?
	
	

	Does the organization have a form to respond to a compliant?
	
	

	Does the organization have a process for risk management?
	
	

	Is documentation related to all confidentiality and privacy complaints maintained by the organization for a period of 6 years?
	
	

	Sanctions    
Compliant: Y/N?

	Does the organization have a policy and procedures related to the application of sanctions for violations related to privacy and confidentiality?
	
	

	Are sanctions applied documented?
	
	

	Mitigation
Compliant: Y/N?

	Does the organization mitigate, to the extent practicable, any harmful effects that are known to the organization of a use or disclosure of protected health information in violation of its policies and procedures by the organization or its business associates? 
	
	

	Refraining from Intimidation or Retaliatory Acts
Compliant: Y/N?

	Does the organization have a policy prohibiting intimidation, coercian, discrimination or other retaliatory acts against employees or other individuals for filing a complaint or testifying, assisting, or participating in an investigation, compliance review, proceeding or hearing related to a violation of privacy or confidentiality?
	
	

	Are employees informed about reporting a violation of the organizations policies and procedures related to privacy or confidentiality?
	
	

	Are employees informed about how to report a privacy breech?
	
	

	Waiver of Rights
Compliant: Y/N?

	Are employees of the organization prohibited in policy from requiring an individual to waive their individual rights as a condition to the provision of treatment?
	
	

	Are individuals informed of the organizations policy in printed material or in notices posted at the organizations facilities?
	
	

	Changes to Policies or Procedures 
Compliant: Y/N?

	Are policies and procedures modified to comply with changes in law, in a timely manner?
	
	

	When the organization makes a change to a privacy policy or procedure are employees trained in the change prior to implementation of the changes?
	
	

	Documentation
Compliant: Y/N?

	Is a revision history maintained for policy modifications?
	
	

	Does the organization have a policy and procedures to manage documentation retention?
	
	

	Does the organization maintain electronic or printed copies of policies related to privacy and confidentiality when revised or terminated for a period of 6 years?
	
	

	Does the organization require the retention of all individual requests, responses and other documentation (including job descriptions) related to the provision of privacy and confidentiality for a period of 6 years?
	
	


This document identifies policies, procedures and other documentation for your consideration in complying with HIPAA regulations.  The regulation does not require specific solutions but offers a blueprint for compliance.

Policies, Procedures, Programs, Plans and Documentation

	Requirement
	Policy
	Procedures
	Documentation
	Complete (Y/N)

	Privacy

	Individual Rights

	Notice of Privacy Practices
	
	Procedure for acceptance of acknowledgement.
	Signed receipt.
	

	Right to Inspect or Copy
	Policy: Patient’s Right To Access Protected Health Information


	Procedure for accepting a request.

Procedure for reviewing the requested record(s) and accepting or denying access.
	May request a written request.  

            Written request


	

	
	
	Procedure for reviewing the requested record(s) and accepting or denying access.
	Document the results of the review.
	

	
	
	Procedure for denying request:

Without opportunity to review for:

Psychotherapy Notes,

Data compiled for legal proceedings,

Information subject to CLIA,

Information about an inmate and could cause harm,

Subject of research to which denial of access has been agreed,

Information subject to the Privacy Act,

Information obtained from someone else in confidence.

With opportunity to review if:

Licensed professional determines access may endanger life or safety, 

There is a reference to another person and access could cause harm,

Request is made by a personal representative who may cause harm.
	Response denying access.

Response denying request.(Must explain why request is being denied and explanation of additional rights.)
	

	
	
	Procedures for performing a denial review:

The CE designates a licensed healthcare professional to act as a reviewing official.  The designee must not have been a participant in the original decision to deny.  The CE must provide or deny access in accordance with the determination of the reviewing official.
	Written decision.
	

	
	
	Procedures for allowing the viewing or copying of their information.  May provide a summary if individual agrees.
	
	

	Right to Request an Amendment
	Policy: Right to Request an Amendment or Addendum To Protected Health Information.


	Procedure to accept request.
	Written request.
	

	
	
	Procedure to review and respond to request
	Written response.

Form denying request.

Form accepting request.
	

	
	
	Procedure to make the amendment.
	Must insert the amendment or provide a link to the amendment at the site of the information that is the subject of the request for amendment.

Must inform the individual that the amendment is accepted

 If a CE is informed by another CE of an amendment, they must amend the PHI in written or electronic form.
	

	
	
	Procedure to obtain relevant persons to notify.

Must obtain the individual’s identification of and agreement to have the covered entity notify the relevant persons with whom the amendment needs to be shared.
	Written list.


	

	
	
	Procedure to make notifications of amendment:

Must, within a reasonable time frame, make reasonable efforts to provide the amendment to persons identified by the individual, and persons, including business associates, that the covered entity knows have the PHI that is the subject of the amendment and that may have relied on or could foreseeable rely on the information to the detriment of the individual
	Written notification.
	

	
	
	Procedure to deny a request for amendment.


	Must provide the individual with a timely, written denial (written in plain language) that contains:

The basis for the denial.  The individuals right to submit a written statement disagreeing with the denial and how the individual may file such a statement.  .A statement that if the individual does not submit a statement of disagreement, the individual may request that the covered entity provide the individual’s request for amendment and the denial with any future disclosures of PHI.  A description of how the individual may complain to the covered entity or the secretary of Health and Human Services.  The name or title, and telephone number of the designated contact person who handles complaints for the covered entity.
	

	
	
	Procedure to accept a “statement of disagreement”.
	Must permit the individual to submit a written statement disagreeing with the denial (all or part) and the basis of the disagreement. (CE may reasonably limit the length of the statement).

CE may prepare a rebuttal to the statement  of disagreement and must provide the individual with a copy.

CE must identify the record of PHI that is the subject of the disputed amendment and append or otherwise link the individual’s request for an amendment, the CE’s denial, the individuals statement of disagreement and the CE’s rebuttal.  All information related to this request must be included in subsequent disclosures.  When a subsequent disclosure is made using a standard transaction that does not permit the additional material, the CE may transmit it separately.
	

	Restriction on Use and Disclosure
	Policy: Right to Restrict the Use or Disclosure of Protected Health Information

Policy must permit the request to restrict:

Use or disclosure of protected health information to carry out treatment, payment or health care operations

Uses and disclosures for involvement in the individual’s care and notification purposes.

Note: CE is not required to agree to the requested restriction.

A restriction is not effective in preventing uses or disclosures permitted or required (to the individual, for facility directories, or uses and disclosures for which a consent, authorization or opportunity to object is not required)
	Procedure to accept a request to restriction of use or disclosure.
	Written request.
	

	
	
	Procedure to manage accepted restriction.

Protections preventing release of restricted information.
	
	

	
	
	Procedure to deny request for restriction.
	Written response
	

	
	
	Procedure to terminate a restriction.

Note: termination of restriction only pertains to information created or received after the individual has been informed.  


	Written termination.

Individual must agree in writing or if agreement to terminate is oral, the communication must be documented.

Procedures to follow when the CE terminates the restriction: must inform the individual.
	

	
	
	Procedures governing disclosure for emergency situations.

Disclosure when individual is in need of emergency treatment  - may disclose to healthcare provider with a request that the health care provider not further disclose the restricted information
	
	

	Accounting of Disclosures
	Policy: Accounting of Disclosures


	Procedures governing creation and maintenance of a “Disclosure History.”  
	Written record of disclosures
	

	
	
	Procedure for accepting a request for an “Accounting of Disclosures”.
	Written request.
	

	
	
	Procedure for providing accounting
	Documentation of information disclosed.  Must keep a copy of: request, and information given to individual. Documentation of the restriction must be maintained in written or electronic form and must be kept for 6 years.


	

	Confidential Communications
	Policy to accommodate a request for confidential communications. 
	Procedures for documenting and complying with the details of the request.
	Written documentation of request
	

	Personal Representative
	Policy defining disclosure of protected health information to personal representatives.
	Procedures for determining the authority of the personal representative.

Procedures to follow when making disclosure.
	Evidence of identity and authority
	

	Uses and Disclosure for Treatment, payment and Health care operations.
	.
	.
	Optional: Consent to use or disclose protected health information for treatment, payment or health care operations.
	

	Uses and Disclosures for Which an Authorization is Required
	Requiring authorization for uses or disclosures for purposes other than treatment, payment, and health care operations or other disclosures permitted by HIPAA.

Authorization is required to use or disclose protected health information for the purpose of marketing.
	Procedures for identifying the validity of an authorization.

Procedures for identifying the need for the use of an authorization.
	Authorization – which meets the specifications mandated by HIPAA


	

	Uses and Disclosures for which consent, authorization, or opportunity to agree or object is not required.
	Policy governing uses and disclosures Required by Law.

Required by law means a mandate in law that compels a covered entity to make a use or disclosure of PHI and that is enforceable in a court of law. (Examples: Medicare Conditions of Participation; Court Ordered Warrants; Subpoenas issued by a court).
	Procedures verifying the authority behind the mandate.

Procedures for verifying the identity and authority of the person making the request

Procedures determining limitations required on disclosure.
	
	

	
	Policy for disclosures for Public Health Activities

	Procedures verifying that the public health authority or government authority is authorized by law to collect the information being requested.

Procedures to determine if request meets the definition of public health activity and permitted disclosures and uses.
	
	

	
	Policy governing disclosures about Victims of Abuse, Neglect, or Domestic Violence.


	Procedure for determining if the disclosure is required by law.

Procedure for limiting the disclosure to the relevant requirements of the law.

Procedure for determining the need for individual agreement to disclosure and documenting the agreement.

Procedures for informing the individual of the disclosure.
	
	

	
	Policy for disclosures to Law Enforcement.


	Procedures to determine if the request is required by law, requests limited information for identification and location purposes, information about a victim of crime, decedents, or for a crime on the CE’s premises, or for reporting crime in an emergency
	
	

	
	Policy for disclosures for Judicial or Administrative Proceedings
	Procedures ensuring that specific criteria have been met: order of a court or administrative tribunal, subpoena, discovery request, assurances that efforts have  been made to notify subject of request; provided signed statement and accompanying documentation, limits use, etc.
	
	

	
	Policy for disclosures for Health Oversight.
	Procedure verifying authority of agencies request. 
	
	

	
	Policy for disclosures to Avert a Serious Threat to Health.


	Procedures to determine if the use or disclosure is permitted based on criteria in the standard regulation.

Procedures limiting the disclosure to information to identify or locate
	
	

	
	Policy for disclosure for Specialized Government Functions.


	Procedures defining when use or disclosure is permitted: military and veterans, National Security and Intelligence, Protective Services for the President, et al., Medical suitability determinations by the Department of State, Correctional institutions who have custody, Government programs providing public benefits,
	
	

	
	Policy for disclosure for Workers Compensation.


	Compliance with: Workers compensation laws, Preemption of State Law.

Procedures determining if compliant with law.
	
	

	
	Policy for disclosure about Decedents.


	Procedures for disclosing PHI to Coroners and medical examiners as authorized by law.

Procedures for disclosing PHI to Funeral Directors consistent with applicable law.
	
	

	
	Policy governing uses and disclosures for Research.
	Procedures defining methods of obtaining authorization for disclosure.

Procedures for reviewing waivers for required content.
	Copy of waiver or authorization
	

	
	Policy controlling the disclosure of protected health information for the use of Cadaveric Donations of Organs, Eyes or Tissues.
	Procedures permitting disclosure
	
	

	Uses and disclosures requiring an opportunity for the individual to agree or to object.
	Policy governing the disclosure of PHI to family members, relatives or close personal friends of the individual or any person identified by the individual.


	Procedures for use and disclosure when the individual is present.

Procedures limiting use and disclosure when the individual is not present.

Procedure requiring the exercise of professional judgment in determining if the disclosure is in the best interest of the individual
	Written documentation that individual has objected.
	

	
	Policy governing the notification or assistance in notifying a family member or personal representative of the individual, or another person responsible for the care of the individual, of the individual’s location, general condition, or death.
	Procedures limiting use and disclosure when the individual is not present.

Procedure requiring the exercise of professional judgment in determining if the disclosure is in the best interest of the individual.  
	
	

	
	Policy for use or disclosure for disaster relief purposes
	Procedures for determining the authority of the entity receiving the disclosure
	
	

	Minimum Necessary 
	Policy restricting access to protected health information to persons and classes of persons that require access in the performance of their duties.

Policy limiting the amount of information used or disclosed to the minimum necessary for the use or disclosure.

Policy defining allowable disclosures to business associates.

Policy defining the disclosure of an entire medical record.
	Procedure identifying members of the workforce requiring access to protected health information.

Procedures restricting authorized members of the workforce to only the information needed in the performance of their job.

Procedures distinguishing routine and non-routine uses or disclosure of information.

Procedures for reviewing requests for non-routine disclosures.

Procedures defining allowable disclosures to business associates.

Procedures defining criteria and documentation required for disclosure of an entire medical record.
	
	

	Uses and Disclosures to Business Associates
	Policy governing the disclosure of PHI to business associates.
	Procedures ensuring the existence of a current business associate contract.
	
	

	De-Identified Protected Health Information
	Policy defining de-identified data and encouraging its use when possible.
	Procedure for creating de-identified information.
	
	

	Protected Health Information of Deceased Individuals
	Policy for disclosures of protected health information regarding deceased individuals.
	Procedures for determining the right of the requestor for information.
	
	

	Requests for Protected Health Information
	Policy governing the making of a request for protected health information.

Policy for handling a request for protected health information. 
	Procedures in support of policy.

Procedures for determining the minimum necessary for the purpose of the request.

Procedures for verifying the identity and authority of the person making the request

Procedures for determining the minimum information necessary in response to the request.
	Written request.

Disclosure history.
	

	Uses and Disclosure of Psychotherapy Notes
	Policy regarding the use and disclosure of Psychotherapy notes.
	Procedure for determining if an authorization is required.
	Authorization

Disclosure history 
	

	Uses and Disclosures for Marketing
	Policy defining disclosure for marketing purposes.
	Procedures to define criteria for determining if a use is considered a marketing use.

Procedure for requesting authorization.
	Authorization must be specific and date sensitive.  Must follow the required format.

Disclosure history
	

	Uses and Disclosure for Fundraising
	Policy defining disclosure for fundraising 
	Procedure to define criteria for determining if a use requires an authorization. 

Procedure for obtaining authorization if required.

Procedures for allowing an individual to opt out of allowable fundraising activities.
	Authorization must follow defined format.

Disclosure history.
	

	Sanctions
	Policy for the application of appropriate sanctions for violations by workforce members.
	Procedures in support of policy
	
	

	Disclosures by Workforce Members Who Are Crime Victims
	Policy regarding disclosure of Protected Health Information by a workforce member who is the victim of a crime at the covered entities facility or away from the facility.
	Procedures in support of the policy
	
	

	Safeguards
	Policy requiring that documents containing PHI be shredded prior to disposal.

Policies requiring doors to medical records rooms or cabinets be locked.

Policies limiting access (restrict the number of employees with keys or pass-codes).
	For email, sending faxes, voicemail messages.  Conversations in open areas.
	.
	

	Documentation Retention 
	Policy requiring the retention of documentation related to privacy: notices, policies, Individual requests and responses, 
	
	
	

	Training
	Policy pertaining to security and privacy training for new hires.
	
	Training records
	

	Complaints to the Covered Entity
	Policy for accepting complaints from individuals regarding security or privacy violations. 
	Procedures for reporting violations.

Procedures for responding to violations.
	Documentation of violation and response.
	

	Duty to Mitigate
	Policy to mitigate harmful effects of disclosure in violation of policies.
	Procedures in support of policy.
	Document efforts to mitigate.
	

	Security

	 

	Contingency Plan (see plans)
	
	
	
	

	Formal Mechanism for Processing Records
	Data Management Policy
	Documented policies and procedures for the routine and non-routine receipt, manipulation, storage, dissemination, transmission, and/or disposal of health information.
	
	

	Information Access Control

Formal documented policies and procedures for granting different levels of access to health care information.
	Access Authorization Policy

Authorization Establishment Policy

Access Modification


	Access Authorization Procedures – to provide levels of access to PROTECTED HEALTH INFORMATION

Access Establishment Procedures – who grants access and who receives

Access Modification Procedures – How is a modification in privileges recorded
	
	

	Personnel Security

All personnel with access to health information must be authorized to do so after receiving appropriate clearances

Must meet the following conditions:

Assure supervision of personnel performing technical systems maintenance activities by authorized, knowledgeable persons.

Maintain access authorization records.

Insure that operating, and in some cases, maintenance personnel have proper access.

Employee personnel clearance procedures.

Employ personnel security policy/procedures.

Ensure that system users, including technical maintenance   personnel are trained in system security.
	Personnel Clearance Policy

Personnel Security Policy 

Security Training Policy
	Procedures for performing background or reference checks for employees being granted access

Procedure for supervision and training of personnel performing technical systems maintenance (this includes contractors as well as employees)

Procedures providing proper access
	System Access Logs

Maintain access authorizations records

Training records
	

	Termination Procedures

Formal, documented instructions, including appropriate security measures, for the ending of an employee’s employment or an internal/external user’s access.

Mandatory implementation features: changing of combination locks, removal from access lists, removal of user accounts, turn in keys, tokens, or cards that allow access.
	
	Procedure for changing combination locks.

Procedures for ensuring removal from access lists.

Procedures for removal of user account(s).

Procedures requiring the return of keys, tokens, or cards that allow access.
	
	

	Physical Safeguards

	Media Controls

Formal, documented policies and procedures that govern the receipt and removal of hardware/software (examples: diskettes, tapes) into and out of the facility
	Media Access 

Media Backup Policies

Media Storage Policies

Media Disposal Policies


	Movement of media in and out of the site

Backup procedures

Storage procedures

Disposal procedures
	Tracking mechanism
	

	Physical Access Controls

Formal, documented policies and procedures for limiting physical access to an entity while ensuring that properly authorized access is allowed. (Preventing unauthorized physical access to information and ensuring that authorized personnel have proper access.)
	Access Policy – to limit access with out authorization.
	Procedures for verifying access authorizations prior to access.

Need to know procedures for personnel access.

Equipment control procedures controlling equipment in and out of the facility.

Testing and revision.
	Maintenance Records

Sign in for visitors and escort if appropriate.

A facility security plan, see “Required Plans”.
	

	Policy/Guideline on Workstation Use

Documented instructions/procedures would delineate the proper functions to be performed and the manner in which those functions are to be preformed.
	Workstation Use Policy
	Procedures for what functions may be performed at a workstation.

Security measures to be taken to protect security violations through the workstation.
	
	

	Secure Workstation Location

Physical safeguards to eliminate or minimize the possibility of unauthorized access to information.
	Policy Governing Workstation Location
	
	
	

	Technical Security Services

	Access Control

To restrict access to resources and allow access only by privileged entities. It would be important to limit access to health information to those who have a business need to access it.  Implementation features: procedure for emergency access, and one of the following: context based access, role based access, user based access.
	
	Procedure for emergency access and one of the following

Context based access

Role based access

User based access
	
	


Required Plans

	Requirement
	Plan
	Considerations (suggestions only)

	Security

	Administrative Procedures

	Contingency Plans
	Backup Plan
	Tape Backup

Procedures for verifying and documenting successful backups

Tape identification

Tape rotation

Offsite storage

Procedures for restoring data

Testing of restore procedures

Data Mirroring

Procedures for verifying and documenting successful backups

Procedures for restoring systems

	
	Disaster Plan
	Procedures in support of Polices:

Off-site storage 

Retention procedures

Media Rotation procedures

Downtime procedures (taking the system down, operations while down, trouble-shooting procedures)

Return to normal operations procedures

Notification Procedures and Personnel Responsibilities

Backup procedures (hardware, software, and hardcopy documentation)

Defined acceptable risk threshold for downtime

Documentation

Site maps

System Diagrams

Network Diagrams

Inventory of 

Technology

Applications

Manuals

Forms

	
	Testing and Revision
	

	Physical Safeguards

	Physical Access Controls
	A Facility Security Plan
	Safeguards to protect the premises from unauthorized physical access.

Provisions for both internal and external responses.

Safeguards to protect the equipment from unauthorized access or theft.

Are physical devices utilized and monitored (cameras, keys, tokens, cards, etc.)

Safeguards to prevent unauthorized access to computer facilities. (Low profile of facility location.)


Required Programs

	Requirement
	Program
	Considerations (suggestions only)

	Training
	Privacy
	Importance of privacy and confidentiality

Policies related to privacy and confidentiality

Changes in processes 

Reporting of violations.
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